Janmeyjay Sharma

Securing applications and infrastructure from threats & attacks make it more safe and secure.
Seeking forward to work in an organization where | can input my creative methodologies and

out of box thinking.

2 Janmeyjaysharma@gmail.com
@ Uttarakhand, India

in linkedin.com/in/janmeyjaysharma

INDUSTRIAL EXPERIENCE

Cyber Security Analyst
BXGC Pvt Ltd

11/2021 - Present
Achievements / Tasks

® Network Penetration Testing (External, Internal)
® Web Application Penetration Testing
® API Penetration Testing

Mobile Application Penetration Testing

New Delhi

® Made effective use of Vulnerability Scanning tools such as Nmap,

BurpSuite, Acunetix, Metasploit, Nexpose, and Nessus

Reporting & Documentation

Cyber Security Analyst - Intern
BXGC Pvt Ltd

Internship

Deployed Bit-Defender Gravity Zone in several workstations

D +919027684616
@  janmeyjaysharma.com

¥  twitter.com/JanmeyjaySharma

SKILLS

CERTIFICATIONS/RECOGNITIONS

Certified Ethical Hacker (CEHv10)

EC-COUNCIL
09/2020 - 09/2023
Credentials ID: ECC2073891465

EC-Council Certified Security Analyst:
Penetration Testing (ECSAv10)

05/2021-11/2021 New Delhi

Achievements / Tasks EC-COUNCIL
09/2020 - 09/2023

* Network Penetration Testing (External, Internal) Credentials ID: ECC6037215849

® Web Application Penetration Testing

° Reporting & Documentation Computer Hacking Forensic Investigator
(CHFIv9)
EC-COUNCIL

Crowdsourced Red Team Member 12/2020 - 12/2023

Pentabug Credentials ID: ECC7248093156

01/2023 - Present Remote . .

Zrielance . Licensed Penetration Tester (Master)

chievements / Tasks
o LPT (Master)

® Participating in Bug Bounty program on the platform

EC-COUNCIL

® Focusing on areas that are part of OWASP Top 10:
o SQL Injection

09/2020 - 09/2023
Credentials ID: ECC2458960137

o  Cross-Site Scripting (XSS)

o  Server-Side Script Forgery (SSRF)

o Sensitive Data Exposure Com pTIA Secu rity+
o Remote Code Execution CompTIA

02/2022 - 02/2025
Credentials ID: COMP001021897493
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INDUSTRIAL EXPERIENCE CERTIFICATIONS/RECOGNITIONS

Cyber Security Researcher Microsoft Certified: Security,

Bugcrowd Compliance and Identity Fundamentals
01/2020 - 03/2022 Remote Microsoft

Freelance 12/2022 - Present

Achievements / Tasks Credentials ID: 1558-7675

CTF Player MS-101: Microsoft 365 Mobility and
HacktheBox Security

11/2022 - Present Remote Microsoft

Trainee 01/2022 - Present

HacktheBox URL: https.//www.hackthebox.com/profile/1236313 Credentials URL: https://www.credly.com/badges/1b042b7b-

8811-4278-8893-fb373d3afe2a/

EDUCATION Hall of Fames — Unilever, UnderArmour,
Transferwise, Etsy, YNAB,
Bachelor of Business Administration - BBA 20+ Recognitions
Suresh Gyan Vihar University, Rajasthan Bugcrowd Profile URL:

https.//www.bugcrowd.com/janmeyjaysharma

07/2021-07/2024
Courses

Acquire adequate knowledge and skills in Communication
Skills, Logical Reasoning, Business Management,
Presentation Skills & Computer Applications.
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